Son of Snoop on Steroids (SOSOS)

Introduction

SOSOS is a computer hardware and software inventory program. It gathers over 220 pieces of
information about computers and optionally stores this information in a database. It can be run
locally or can be used by an administrator to scan a network.

It gathers hardware information such as CPU, memory, hard drives, and serial numbers;
software information such as operating system, installed software, and software components;
configuration information such as IP address, running processes, desktop settings, and services;
and security-related information such as shared resources, modems, account policies, security
patches, and virus activity.

SOSOS is actually a suite of programs consisting of the following:

SOSOS - the main application (includes all of the features below)
RunSOSOS - a command-line version for gathering data
PolISOSOS - a command-line version for network scanning
ViewSOSOS - a read-only interface to SOSOS database
ConfigureSOSOS - a setup utility for the SOSOS suite

Release Information

SOSOS is available only as Visual Basic “source code”. That means that you’ll have to use
Microsoft Visual Studio 2005 to compile the source code into a usable program that will run on
your computer. Luckily, Microsoft provides the Visual Basic 2005 Express Edition as a free
download at http://msdn.microsoft.com/vstudio/express/vb

SOSOS is completely free of charge. The SOSOS source code is considered in the “public
domain”. That means you can do anything you want with it, to include making money from it.

Download

The "officia" home of SOSOS is at http://www.sosos.emmet-gray.com
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Setup and Configuration Guide

Introduction

SOSOS is a computer hardware and software inventory program. It gathers over 220 pieces of
information about computers and optionally stores this information in a database. It can be run
locally or can be used by an administrator to scan a network.

It gathers hardware information such as CPU, memory, hard drives, and serial numbers;
software information such as operating system, installed software, and software components;
configuration information such as IP address, running processes, desktop settings, and services;
and security-related information such as shared resources, modems, account policies, security
patches, and virus activity.

Note: SOSOS does not gather any personal information, look at emails, user documents, or track
Internet activity.

SOSOS is actually a suite of programs consisting of the following:

SOSOS - the main application (includes all of the features below)
RunSOSOS - a command-line version for gathering data
PolISOSOS - a command-line version for network scanning
ViewSOSOS - a read-only interface to SOSOS database
ConfigureSOSOS - a setup utility for the SOSOS suite

SOSOS is completely free of charge. The SOSOS source code is considered in the “public
domain”. That means you can do anything you want with it, to include making money from it.
There is no licensing requirement.

The "official" home of SOSOS s at http://www.sosos.emmet-gray.com
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Section 1 — Compiling the Source Code

SOSOS is available only as Visual Basic “source code”. That means that you’ll have to use
Microsoft Visual Studio 2005 to compile the source code into a usable program that will run on
your computer.

Microsoft provides the Visual Basic 2005 Express Edition as a free download at
http://msdn.microsoft.com/vstudio/express/vb. However, the Express Edition cannot build Setup
projects (for deployment as an MSI file).

Important: If you intend to use SOSOS to gather information from PCs running Windows
Vista, then you should also compile the SOSOS suite on a development PC that’s running
Windows Vista.

Note: Compiling the SOSOS suite under Windows XP/2000/2003 requires that you use correct
Visual Basic project files (*.vbproj) from the WinXP_vbproj.zip file

See Appendix E|for a complete “walk through” on how to compile the SOSOS source code.

1.1 SOSOS Distribution Kit

The SOSOS Distribution Kit consists of a zip file that contains the Visual Basic source code,
documentation, and a starter “prototype” database.

The files in the Distribution Kit have the following structure:

Root

Changes.txt — A text-based change log
DatabaseChanges.txt — Change log for the database
Empty.mdb — Microsoft Access starter database
Empty.sgl — SQL script for a SQL Server starter database
FAQ.doc — Frequently Asked Questions (Microsoft Word)
Locallntranet.msi — Install file to configure .Net Code Access Security
Read Me.doc — Introduction (Microsoft Word)
Setup and Configuration Guide.doc (this document)
User’s Guide.doc — SOSOS User’s guide (Microsoft Word)
ConfigureSOSOS - source code directory

ConfigureSOSOS.sIn — Visual Basic solution file
PolISOSOS - source code directory

PolISOSQOS.sIn — Visual Basic solution file
RunSOSOS - source code directory

RunSOSOS.sIn — Visual Basic solution file
SOSOS - source code directory

SOSOS.sIn — Visual Basic solution file
ViewSOSOS - source code directory

ViewSOSOS.sIn — Visual Basic solution file


http://msdn.microsoft.com/vstudio/express/vb

WinXP_vbproj.zip — Project files for compiling under Windows XP
WinVista_vbproj.zip — Project files for compiling under Windows Vista

1.2 Other SOSOS Applications

There are several other optional applications that are available from the SOSOS web site that are
not included in the Distribution Kit.

e AlertSOSOS - Queries the SOSOS database for a list of anomalies. If an anomaly is
found it will send emails, send pop-up messages, and write event log entries.

e BackupSOSOS - Archives the contents of the SOSOS database on an SQL Server
database into a Microsoft Access database.

e ErrorLogSOSOS - Converts the SOSOS text-based error log file into a Microsoft Access
database. This allows for a systematic analysis of errors to identify trends or spot
troubled PCs.

e MgmtConsoleSOSOS - a GUI-based "management console” for performing
administration tasks for PCs in a LAN. Draws heavily upon the SOSOS database and
other SOSOS-related programs.

e ProcessSearch - Searches the SOSOS database against a list of several hundred known
spyware, addware, and Peer to Peer applications

e RunSOSOS fx1.1 - A version of RunSOSOS that uses version 1.1 of the .Net
Framework. Useful for organizations that have not fully migrated from v1.1 to v2.0.

e SoftwareSearch - Similar to ProcessSearch, but searches Installed Software

e SOSOS fx1.1 - A reduced functionality version of SOSOS that uses version 1.1 of the
.Net Framework.

1.3 Compiling

The SOSOS source code is configured for compiling under Windows Vista. However, the
distribution kit includes the Visual Basic Project Files (*.vbproj) configured for Windows XP in
a zip file called WinXP_vbproj.zip. When compiling under Windows XP/2000/2003, you
should extract these project files (replacing the existing versions). There is also a
WinVista_vbproj.zip file that allows you to switch back to the Windows Vista versions of the
project files.

It is always a good idea to compile any .Net applications from a development PC that has the
latest operating system, .Net Framework version, and all up-to-date patches. This will ensure
that the application is using the latest versions of the required DLLs. After the application is
compiled, it will run on all platforms/operating systems that support the .Net framework.

The SOSOS suite automatically runs as a 32-bit application on 32-bit operating systems and runs
as a 64-bit application on 64-bit operating systems. There is no additional configuration required
to support this feature.

The typical way to compile the application is to double click on each application’s solution file.
This will launch Visual Studio and load the program’s source code.



Important: You should change the encryption keys in the SOSOS\crypt.vb file from their
default settings. Pick any 8 bytes for the variables TheKey() and Vector(). You must
recompile all members of the SOSOS suite when you change the encryption keys.

To compile, right click on the project in the Solution Explorer (typically in the upper right hand

corner) and select the Build option. Alternately, you can use the Build menu and select Build
Solution.

After compiling, the contents of the bin\Release directory will contain all of the files required to
run the application.

See[Section5.4] for information about deploying the applications.
1.4 Compiling the Setup Projects

Each application has a separate “Setup” project to create an MSI file for deploying the
application to other PCs.

To compile the Setup Project, right click the Setup project in the Solution Explorer and select the
Build option. You should build the Setup project only after you have tested the applications and
performed all of the configuration tasks.

The application’s source code should be configured using the ConfigureSOSOS utility prior to
creating the Setup projects. It is recommended that you use the ConfigureSOSOS utility on the
“app.config” file inside the source code directory. This will allow the Setup project to perform a
clean build of the application using the settings you configure.

See|Section 2|on how to use the ConfigureSOSOS utility.

Important: Failure to perform this step on the source code will mean that you will have to
configure each application on the target PC after deployment.

Note: Visual Basic 2005 Express Edition does not support the Setup project type. Sorry...



Section 2 — Configuring SOSOS

The run-time settings for each member of the SOSOS suite are contained in XML-based
configuration files with a file extension of “.config”. For example, the settings for the
SOSOS.exe application are contained in a file called SOSOS.exe.config.

The SOSOS application has its own built-in configuration utility. All of the other members of
the SOSOS suite require the use of the stand-alone ConfigureSOSOS utility.

2.1 The Configuration Utility

To launch the configuration utility inside the SOSOS application, you use the main menu to
select Setup and then click on Configure SOSOS. Changes made are not effective until the

program is restarted.
ptions | Setup | Help
tahase |G Configure SOS0S

Alternately, you can use the stand-alone ConfigureSOSQOS application.

Note: You must use this utility to configure the other members of the SOSOS suite.
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The ConfigureSOSOS utility will prompt you for the path to the “target” application’s .config
file. These files can be either the prototype app.config file found in each source code directory
or the application-specific configuration file (i.e. RunSOSOS.exe.config) found in the same
directory as the target application.



2.2 Required Settings

The first configuration “tab” contains settings that must be configured prior to running many of
the SOSOS applications.

The Database Provider and Connect String information is required for database functionality.

The Error Log File and Error Logging Level are required for the central error log functions
described in The Use Ping Validation setting determines if an ICMP “ping” will be

used to verify that a remote PC is online prior to attempting a connection.
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Database Settings:
e Database Provider — Pull-down list of supported providers
e Connection String — The location and login information to the database
e Encrypt the Connection String — Should the Connection String be encrypted in the
application’s config file

Note: Use the button to the right of the pull-down to launch a utility that will help you choose a
database provider and build the connection string.

Error logging Settings:
e Error Log File — The path to a file that everyone can access and write to
e Error Logging Level — Full, Errors Only, None

See for additional information about the Error Logging Level setting.



Ping Remote PCs before connecting:
e Use Ping Validation — Use “ping” to verify that a remote PC is online

2.3 Feature Selection

The Feature Selection “tab” allows an administrator to select which features should be used
when collecting data. This can be useful in speeding up the collection of data by disabling
features that are not required.

Note: The “feature” name corresponds to the database table name as shown in Appendix B.
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Note: The feature selection settings are useful for performing a ““one-off”” scan of the network,
where you are only concerned about a few features. This technique works best when you collect
the data into a separate database (otherwise existing entries in the database will be deleted and
replaced with just the few features selected).

2.4 Polling Defaults

The Polling Defaults “tab” will set the defaults used by SOSOS and PolISOSQOS to control
polling options, set the location and detail level of the log file, and set the default settings to be
used to generate the list of PCs to be polled.

Note: Not all settings are applicable to every polling method.
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Set the default values used during polling:

Poll Timeout — Number of minutes to wait before SOSOS will “abandon” the polling of a
“stuck” PC and move on to the next PC on the list.

Concurrent PCs — Number of PCs to concurrently scan. Increasing this setting will make
the polling of PCs run faster, but will put additional strain on the one PC performing the
polling.

Poll Log Directory — Path to a directory where that poll log file will be generated. The
file name portion of the poll log file is generated automatically and contains the current
date (i.e., PolISOSOS_yyyyMMadd)

Poll Logging Level — The level of details that will appear in the log file (choices are Full,
Errors and Summary, Summary Only, or None)

Domain — Name of the domain/workgroup to be used to generate the list of PCs

OU Filter — The “distinguished name” of an Organizational Unit used to generate the list
of PCs, i.e., OU=Sales,OU=NorthAmerica,DC=SomeDomain,DC=com (used in Poll By
AD Domain only)

PC Name Filter — The name of a single PC or wildcards used to “filter” the list of PCs,
(i.e., SALES*)

Age of the Record - the age of the database records used to generate the list of PCs (used
in Poll By Age only)

Path to PC List File — The full path to a text file that contains a list of PCs (one per line)
that will be polled (used by Poll By File only).

Note: These settings are just the defaults... they can be changed during run time.



The SOSOS application provides an opportunity to change these setting via a form prior to
polling. See the for additional details.

The PolISOSOS application uses command line arguments to override the default settings. See
for the supported command-line arguments.

Note: You may need to experiment with the value for the Concurrent PCs to file the optimum
setting for your environment.

2.5 Feature Settings

The Feature Settings tab is used to change the way certain features work. The settings for the
Events control how much event log data is collected. The File/Server settings are used for
gathering login, version, and server status. The File Information List and Registry List allow an
administrator to gather information about an ad-hoc list of files and registry keys.

Note: Event log data is often huge and might take several minutes to collect (particularly on
servers). Use these feature settings to limit the amount of data collected and thereby speed up
the collection process.
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Events:
e Filter by number of lines — stop collecting event data after this many rows. A setting of 0
means to collect all events.

e Filter by number of days — collect only the event data for the previous days indicated. A
setting of 0 means to collect all events.



Note: When used together, data gather stops when either filter condition is ““satisfied” (a logical
OR condition).

Files/Servers:

e Last Login Filename — The path to a text file on each PC that contains information
created during login. The last modification date of the file is used by SOSOS to
determine the last time anyone logged into the PC. (See Appendix Dlfor a list of the
supported environmental variables).

e Install Version Filename — The path to a text file on each PC that contains a description
of the PC’s “Revision Level”. Organization might use a master image of a PC for
“cloning” other PCs. This provides a method of keeping track of the version of the
master image applied to each PC. (See[Appendix D] for a list of the supported
environmental variables).

e SUS Server — The URL to the Microsoft Windows Server Update Services (WSUS)
server. Corporate organizations often provide their own server for distributing updates.
If your organization doesn’t use WSUS, leave this field blank.

See for additional information about the text files used for Last Login and Install
Version.

File Information List
e Ad-hoc list — A list of files that SOSOS uses to collect size, version, and modification
date information for the Filelnfo table. Enter one file name per line. (See
for a list of the supported environmental variables).

Registry List
e Ad-hoc list — A list of registry keys that SOSOS uses to collect registry values for the
Registry table. Enter one registry key per line.

The File Information List and Registry List features are designed to satisfy the needs for
information that might be specific to your organization without the need to modify and recompile

the application. Administrators can merely edit the configuration file to start gathering this “ad-
hoc” information.

2.6 User Settings
These settings control the program’s visual defaults that each user may customize.

Note: The user’s default settings are automatically saved when exiting the program. These
settings are retrieved and applied the next time the application is launched.
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Default User Setting:
e Default View — Which SOSOS view is the default. Choices are Report, Text, and Grid
e Include Details — Determines if the Text view, saved Text Report, or printed Text Report
includes a lot of details. Use this setting to reduce the size of the report by not including
details.
e Default Font — The default font used throughout the program

Note: These settings are the defaults for new users of the application. They have no effect on
existing users who may have already saved these settings.



2.7 Other Settings
The PolISOSOS and MgmtConsoleSOSOS applications require additional settings.

Note: MgmtConsoleSOSOS is an optional part of the SOSOS suite and is not included in the
SOSOS Distribution Kit. It is available from the SOSOS web site as an additional download.
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PollSOSOS Only

e Polling Method — The method used to generate the list of PCs for polling. The choices

are AD, NT, Browseg, File, and Age. See the for meaning of each polling
method.

e Full path to the Poll log file — If used, disable the automatic file-name generation feature
and use the supplied file name to receive the results of the polling operation.

MgmtConsoleSOSOS Only
e Generate Method — The method used to generate the list of PCs for the Management
Console. The choices are AD, NT, and Browse.
e Default List View — The default view. Choices are Icon or Details.
e RunSOSOS Application — The full path to the RunSOSOS application.
e ViewSOSOS Application — The full path to the ViewSOSOS application.

2.8 Additional Text File Configuration

The SOSOS suite uses several text files that may need to be created or text files that may require
permissions to be set.



Error Log: The Error Log file needs to be created on a network share where it is available to all
users on the network. This file requires read and write permissions for users of the application.

See for the deployment scenarios that may require every user in your organization to
have read and write permission to this file.

Last Login: The text file used by the Last Login feature is typically created from a login batch
file. The batch file might include the following commands:

echo %USERDOMAIN%\%USERNAME% > C:\Utils\User.txt 2>nul

Note: The contents of the file are not relevant...SOSOS only uses the last modification date of the
file.

Appropriate permission would be required for all users to create or overwrite this file.

Install Version: The text file used by the Install Version feature is created when the PC is first
loaded. It contains the “signature” of the master image used to clone the PC. The format of the
file looks like this:

v1.2.2<tab>1 Jan 2006

<tab><tab>Short description of image v1.2.3
<blank line>

v1.2.3<tab>15 Jan 2006
<tab><tab>Changes made to v1.2.2

Note: Only the last line that starts with the letter ““v” is used.

Users only need read access to this file.



Section 3 — Running the Applications
The SOSOS suite consists of the following:

SOSOS - the main application (includes all of the features below)
RunSOSOS - a command-line version for gathering data
PolISOSQOS - a command-line version for network scanning
ViewSOSOS - a read-only interface to SOSOS database
ConfigureSOSOS - a setup utility for the SOSOS suite

3.1 SOSOS

This is the “main” application that may be the only application that’s required in a home or small
office environment.

SOSOS has no command-line options. See the for additional information on the
features of the SOSOS application.

3.2 RunSOSOS

This is a “console application” that is designed to run unattended in a login batch file or as a
scheduled task to collect and record SOSOS data. It has the following command-line options:

Switch | Meaning Notes

/q Quiet Run with no output to the console

Iw Wallpaper Puts a summary “watermark” on the user’s desktop
/l Login Also record login information to the UserLogin table
/s Server mode Record progress to the event log

/wlo Wallpaper & Login Only | Create wallpaper and record only login information
/auto Automatic Switch to WLO mode if not an administrator

When run in a login batch file the command line might include:
RunSOSOS /g/l/w

When run from a scheduled task on a server, the command line might include:
RunSOSOS /s

3.3 PolISOSOS

This is a “console application” that is designed to run unattended in a scheduled task on a single
PC/Server to poll the network to collect and record SOSOS data from PCs on a LAN. It can be
configured by using the ConfigureSOSOS utility to edit the configuration file and/or by using the
following command-line options:



Switch

Optional Arguments

Notes

/UsePingValidation

None

Use ICMP “ping” to verify that a PC exists
before attempting to collect data

/Domain Name of the domain or | The domain/workgroup used to generate the
workgroup list of PCs

/OU_Filter The “distinguished Used to “filter” the list of PCs (Active
name” of the OU Directory domains only)

/NameFilter PC Name with Used to “filter” the list of PCs
wildcards

/PoolSize Number of concurrent | Increase this number to poll the network

PCs to process

faster, increases the load on the local PC

/PollLogDirectory

Path to an existing
directory

If the polling log file name is generated
automatically, this is the location where the
file will be created

/PollLogFile

Path to the log file

The full path to the log file (turns off
automatic file name generation)

/PollLogLevel

Full, Errors, Summary,
or None

Control the level of detail that appears in the
Polling log file

/PolIByAge Age (in days) that a Used to “freshen” existing records in the
database record is database by polling only those PCs whose
considered “old” records are older than the number of days

specified

/PolIByFileFile Path to a text file that Used to poll a specific list of PCs
contains a list of PCs to
be polled

/PollMethod AD, NT, Browse, File, | The method used to generate the list of PCs
or Age

/PollTimeout Minutes to wait Used to make sure that the polling is not

“stuck” on a PC for longer than the number of
minutes specified.

Note: Items in the Configuration file are processed first, followed by the options that appear on

the command line.

When used to “freshen” the existing records in the database, the command line might include:
PolISOSOS /PollMethod Age /PollByAge 7 /PollLogFile “C:\Temp\SomeLog.txt”

When used to poll an Active Directory domain, the command line might include:
PolISOSOS /PollMethod AD /Domain consoto.com /OU_Filter
OU=Sales,DC=Consoto,DC=com

Note: You should run PolISOSOS from a PC that’s running the latest operating system (i.e.
Windows Vista). See [Appendix C]for more information about the effects on the data collected.

3.4 ViewSOSOS




This is a read-only database viewer for the SOSOS data in the database. It has no data gathering
or scanning capabilities.

ViewSOSOS accepts a single PC name as a command-line argument. When used, it will retrieve
the existing data for that PC and display the results.

Note: Administrators may prefer to use direct access to the underlying database to view, query,
edit, and manage the SOSOS information.

3.5 ConfigureSOSOS

Use this utility to perform setup configuration tasks for each of the SOSOS-related applications.
This application does not support command-line arguments.

Note: The configuration files for the ““target application’ are found in the same directory as the
application’s EXE file. Changes are not effective until the target application is restarted.

You can use ConfigureSOSOS to configure applications after deployment or during
development. If used during development, you must select the app.config file in the source code
directory. When used after deployment, you select the application’s config file that resides in the
same directory as the application itself (i.e. RunSOSOS.exe.config)

Note: The ConfigureSOSOS utility cannot be directly used to configure SOSOS_fx1.1 and
RunSOSOS_fx1.1 (these programs are available as additional downloads and are not part of the
distribution kit). Instead, you must first use ConfigureSOSOS to configure the “normal”
versions of SOSOS and RunSOSOS and then copy the encrypted connection string data to the
*.config files for SOSOS_fx1.1 and RunSOSOS_fx1.1 by hand (i.e. using Notepad).

Important: This utility is particularly important since the connection strings to the database
may be encrypted and therefore editing the configuration files by hand is not possible.



Section 4 — Database Setup

The SOSOS suite does not have a built-in database... instead it relies on a 3"-party database
application to store its information. See Appendix Bl for a brief description of each database
table.

Note: A database is not absolutely required. However a lot of SOSOS functions are designed
around a database and will be disabled when a database is not configured.

SOSOS is designed to record the most current information into the database. This means that
older records are completely replaced with new records. Therefore, the database does not
contain a “history” of previous data. If your organization requires historical data, then you
should consider downloading the optional BackupSOSOS source code from the SOSOS web site
to create archive copies of the live database.

4.1 Supported Databases

SOSOS can use any database that is supported by the .Net Framework 2.0. The choice of
database “providers” and “drivers” (particularly with the OLEDB and ODBC driver) allows
support for practically every database. The more common databases used are:

Microsoft Access Database File
Microsoft ODBC Data Source
Microsoft SQL Server

Microsoft SQL Server Database File
Oracle Database

Microsoft SQL Server Express Edition is an excellent choice and is available as a free download
at: http://msdn.microsoft.com/vstudio/express/sgl/download/.

4.2 Prototype Files

As part of the setup of SOSOS, you will be required to create a database. To aid in the creation
of this database, the SOSOS Distribution Kit includes two files that can be used as a “prototype”.

e Empty.sql — SQL script suitable for Microsoft SQL Server
e Empty.mdb — Microsoft Access database (use “as is” or as a prototype)

Most databases have a migration tool that will take a Microsoft Access “mdb” file and convert it
into the native structure. Alternately, you can use the provided set of SQL scripts to create the
database.

The exact steps required to create a database is highly dependent upon the database vendor and is
beyond the scope of this document. It is recommended that an experienced database
administrator perform these tasks.


http://msdn.microsoft.com/vstudio/express/sql/download/

Note: When migrating, make sure that the primary key and foreign key constraints are
successfully converted from the prototype.

4.3 Database Security

The security requirements of the database need to match the deployment scenario. See
for additional details on which options are best for your organization.

Database permissions need to be set to allow appropriate access controls to the database. See
your database vendor’s documentation on how to perform this task.

A typical scenario for SQL Server would be to create a “secret” database login for use by
ordinary users and also use “Windows Integrated Security” for administrators to authenticate as
themselves. This allows ordinary users to have write permission to the database only when
running the applications. Ordinary users would not have any permission if they attempted to
connect to the database directly. See for additional information about how the login
and password strings are protected.

You might also consider an additional “tier” of security for protecting the contents of the
EventLogs table as these entries may contain password information from failed login attempts.

User Access Method Tables Permission
Administrators Direct access All Read & Write
Junior Admins Direct access All (except EventLogs) | Read

Junior Admins Direct access EventLogs None
Database login* Via application only | All Read & Write
Ordinary User Direct access None None

* The Login Batch Model, described in requires that ordinary users have both read and
write permissions to all tables. This is normally accomplished by using a database login and
password that only the application can decipher.

Important: The contents of the SOSOS database would be rich find for a hacker! Guard this
database well.

4.4 Encrypted Database Connection Strings

Each SOSOS application that connects to the database needs to be configured with a
“Connection String” that allows the program to find and login to the database. These strings are
stored in each application’s configuration file. The configuration file is an XML-based text file
with an extension of *.config.

To protect this sensitive data, the Connection String portion of the configuration file may be
encrypted by a technique that only the application knows how to decipher. See for
additional information about how to configure the Connection Strings properties.



In a small office environment the extra complexity of setting up the encrypted connection strings
may not be warranted. In those cases where security of the database is not a significant concern,

ou may optionally disable the encryption of the connection strings in the config files. See
for additional details.

Important: Changes to the encryption keys in the SOSOS\crypt.c file requires that you
recompile all members of the SOSOS suite. Encryption key changes also mean that the
previously encrypted connection strings are no longer available.

Important: Do not attempt to edit the configuration file “by hand” or copy a configuration
file from one application to another. Use only the provided ConfigureSOSOS application to
perform configuration tasks.



Section 5 - Deployment

This section is designed for administrators in a corporate LAN environment, where setting up a
system to record information from hundreds of PCs takes a lot of planning.

Note: Home users can safely ignore this section and just double click on the SOSOS.exe file.

An important factor to consider when developing a deployment scenario is whether or not the
PCs in your LAN already have the .Net Framework 2.0 installed.

Since SOSOS works best when run with administrator rights, another important factor to

consider is whether or not the users are administrators on their own PCs. See for the
affects of administrator rights on the data that is collected.

5.1 Scenarios
SOSOS can be configured in many different ways to collection information:

e Manual Model — An administrator periodically runs the application on each PC

e Polling Model — An administrator periodically polls the network from a central PC
e Login Batch Model — Each user runs the application every time they login to a PC
e Scheduled Task Model —A scheduled task runs the application at a specific time

Consider the merits of each option:

Model Pros Cons
Manual Simple, doesn’t require a Resource intensive, gathers no login
domain, and database security | information, data becomes outdated , and
is simple requires installation of “prerequisite
software” on each PC
Polling Simple, doesn’t require Gathers no login information, PCs must be
installation of “prerequisite left on, and could take several hours to poll

software” on remote PCs, and | a large LAN.
database security is simple

Login Batch Gathers login information and | Requires installation of “prerequisite
maintains very timely data. software” on each PC and database security
is complex. For best results, users should be
administrators on their own PCs

Scheduled Task | Maintains timely data, is faster | Gathers no login information and requires
than polling, and database installation of “prerequisite software”
security is simple

No single scenario will be appropriate for all situations. In fact, it’s anticipated that most users
will use a combination of the techniques to obtain full and timely information in the least amount
of time.




For example, a typical organization of approximately 10 servers and 300-400 PCs might use the
following combination of techniques:

Type Model Command line Notes

PCs Login Batch RunSOSOS /g/llw Run quietly from Login batch, records
login info and creates wallpaper.
Takes about 30 seconds to run. Most
users are Administrators on their own

PCs
Servers | Scheduled RunSOSOS /s Runs in the middle of the night from a
Task scheduled task on each server. Takes

several minutes to run. Quicker than
polling servers remotely

Servers | Login Batch RunSOSOS /wlo Runs from login batch (on servers
only) to record just the login info and
creates wallpaper. Takes about 5
seconds to run.

LAN Polling PolISOSQOS /PollMethod Age | Run PollISOSOS as a scheduled task
on a central PC. The Age option
updates “stale” data on PCs where
users rarely login (like Print Server).
Takes about 20 minutes to run.

LAN Polling SOS0S When required, an Administrator runs
SOSOS to manually poll a specific PC
(or group of PCs) to update existing
data

See for additional information about the available command-line options.

5.2 Prerequisite Software

All of the SOSOS applications require the .Net Framework 2.0 to be installed on the PC from
which the applications run.

Note: When polling PCs remotely, only the local PC requires the .Net Framework... there is no
requirement for the .Net Framework on the remote PCs.

Every PC must have Windows Management Instrumentation (WMI) components installed
(including remote PCs when polling). Luckily, WMI is already preinstalled on modern operating
systems by default.

The minimum requirements for each PC are highly dependent upon the deployment scenario, but
use the following as guide:




Note: The table below represents the minimum requirements; it is always advisable to install the
latest components.

OS Scenario | SP Framework MDAC | Installer | IE WMI
WinXP Local 2 2.0 2.8 3.0 5.01 Preinstalled
WinXP Remote | N/A No No No No Preinstalled
Win2k Local 3 2.0 2.8 3.0 5.01 Preinstalled
Win2k Remote | N/A No No No No Preinstalled
Win2k3 Local N/A 2.0 2.8 3.0 6.0 Preinstalled
Win2k3 Remote | N/A No No No No Preinstalled
WInNT Local Not supported

WInNT Remote | 4 No No No No 15
Win98/Me | Local N/A 2.0 2.8 2.1 5.01 15
Win98/Me | Remote | N/A No No No No 15

Win95 Local Not supported

Win95 Remote | N/A No No No No 1.5

Note: SOSOS_fx1.1 and RunSOSOS_fx1.1 are available as additional downloads and uses the
.Net Framework v1.1 to aid organizations that have not completed the migrated from version 1.1
to version 2.0 of the .Net framework. This also allows WinNT to run the application locally.

The prerequisite software is available from the Microsoft web site:

Component

Download URL

.Net Framework 2.0

http://msdn.microsoft.com/netframework/downloads/updates/default.aspx

MDAC http://www.microsoft.com/downloads/details.aspx?familyid=78cac895-
efc2-4f8e-a9e0-3alafbd5922e&displaylang=en
Jet 4.0 http://www.microsoft.com/downloads/details.aspx?familyid=2deddec4-

350e-4cd0-al2a-d7f70a153156&displaylang=en

Windows Installer

http://www.microsoft.com/downloads/details.aspx?familyid=889482fc-

5f56-4a38-b838-de776fd4138c&displaylang=en

Internet Explorer

http://www.microsoft.com/downloads/details.aspx?FamilylD=1e1550cb-

5e5d-48f5-b02h-20b602228de6&displaylang=en

WMI

http://www.microsoft.com/downloads/details.aspx?Familyl|D=afe41f46-

£213-4cbf-9c5h-fhf236e0e875&DisplayLang=en

5.3 Additional Requirements for Remote PCs

In order to successfully obtain SOSOS data from a remote PC, all of the following must be true:

You are an administrator on the Remote PC

Firewall settings must allow “Remote Administration” traffic to pass

Remote Registry services are installed (Not preinstalled on Win9x clients)

An “administrative” share (i.e., C$) is available (Not preconfigured on Win9x)



http://msdn.microsoft.com/netframework/downloads/updates/default.aspx
http://www.microsoft.com/downloads/details.aspx?familyid=78cac895-efc2-4f8e-a9e0-3a1afbd5922e&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=78cac895-efc2-4f8e-a9e0-3a1afbd5922e&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=2deddec4-350e-4cd0-a12a-d7f70a153156&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=2deddec4-350e-4cd0-a12a-d7f70a153156&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=889482fc-5f56-4a38-b838-de776fd4138c&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=889482fc-5f56-4a38-b838-de776fd4138c&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=1e1550cb-5e5d-48f5-b02b-20b602228de6&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=1e1550cb-5e5d-48f5-b02b-20b602228de6&displaylang=en
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